


















































identified data without endangering customers' personal information.26 Our North 

Carolina utilities are not the first large organizations to collect sensitive personal 

information from North Carolina's residents; the U.S. Census Bureau and the North 

Carolina Department of Revenue, for example, also collect sensitive personal 

information, like income information, from North Carolina's residents. These latter two 

entities regularly disclose aggregated/de-identified data without imperiling residents' 

private information. These entities accomplish this feat by, for example, only disclosing 

aggregated data at spatial resolutions sufficient to mask the residents' private information 

or by disclosing de-identified data. See, e.g., N.C. Gen. Stat. § 105-259(a)(2).27 Our 

utilities can do likewise. 

NCSEA once again believes rules in California and Colorado and a statute in 

Oklahoma can serve as models for North Carolina rulemaking. All of these states permit 

disclosure of aggregated data without customer authorization. The California P.U.C, for 

example, recently issued an order providing: 

Covered entities shall permit the use of aggregated usage data that is 
removed of all personally-identifiable information to be used for analysis, 
reporting or program management provided that the release of that data 
does not disclose or reveal specific customer information because of the 
size of the group, rate classification, or nature of the information. 

Decision Adopting Rules to Protect the Privacy and Security of the Electricity Usage 

Data of the Customers of Pacific Gas and Electric Company, Southern California Edison 

2 6 "Rules that govern data access must balance privacy with innovation." NARUC 2011 
Resolution on Smart Grid Priniciples (accessed at 

http://www.naruc.org/Policv/Resolutions/Resolution%20on%20Smart%20Grid%20Pnnci 

ples.pdf on 10 January 2013). 
" The North Carolina Public Records Law protects "tax information" from having to be 
disclosed by the State, see N.C. Gen. Stat. § 132-1.1, but N.C. Gen. Stat. § 105-259(a)(2) 
makes express that the term "tax information" does not "include . . . statistics classified 
so that information about specific taxpayers cannot be identified." Such statistical 
information is a discloseable record. 
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Company, and San Diego Gas & Electric Company, California Public Utilities 

Commission Decision 11-07-056, Rulemaking 08-12-009, 2011 Cal. PUC LEXIS 404 at 

**137-143 (28 July 2011). Colorado P.U.C. Rule 3031(b) similarly provides in pertinent 

part: 

In aggregating customer data to create an aggregated data report, a utility 
must take steps to ensure the report is sufficiently anonymous in its 
aggregated form so that any individual customer data or reasonable 
approximation thereof cannot be determined from the aggregated amount. 
At a minimum, a particular aggregation must contain: (1) at least fifteen 
customers or premises, and (2) within any customer class, no single 
customer's customer data or premise associated with a single customer's 
customer data may comprise 15 percent or more of the total customer data 
aggregated per customer class to generate the aggregated data report (the 
"15/15 Rule"). Notwithstanding, the 15/15 Rule, the utility shall not be 
required to disclose aggregated data if such disclosure would compromise 
the individual customer's privacy or the security of the utility's system. 

Finally, Oklahoma's recently enacted Electric Usage Data Protection Act provides in 

pertinent part: 

1. Subject to the restrictions in paragraph 2 of this subsection and without 
customer consent, electric utilities may disclose aggregate usage data 
to third parties and may make aggregate usage data generally available 
to the public for purposes such as promoting energy assistance, 
conservation, environmental advocacy, research, or measuring 
company performance. 

2. Any aggregate usage data disclosed as authorized in paragraph 1 of 
this subsection, shall contain a sufficient number of similarly situated 
customers within a particular geographic area so that the daily usage 
routines or habits of an individual customer could not reasonably be 
deduced from the data. 

17 0kl. St. §710.7(B.)1.&2. 

NCSEA understands that a question of cost arises in connection with any request 

for aggregated or de-identified data. NCSEA believes this issue is appropriately 

addressed in any rulemaking and supports the proposition that reasonable costs be borne 
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by the requestor. Colorado's rule admirably addresses the issue of costs associated with 

requests for aggregated data. Colorado P.U.C. Rule 3031(d)(IV) (attached as Exhibit 5). 

F. COMMISSION AUTHORITY TO ADOPT ACCESSIBILITY RULES AND 

MODIFY CURRENT RULE R8-51 AND CURRENT CODES OF CONDUCT 

NCSEA believes the public interest, together with impending changes of the ilk 

described by Duke on its website, supra at p. 1, require amendment of Commission Rule 

R8-51 and, contemporaneously, clarification and/or modification of DEC's, PEC's and 

DNCP's Codes of Conduct. Failure to amend the rule and clarify and/or modify the 

Codes of Conduct will not only run counter to the public interest, it will also jeopardize 

the continued development of North Carolina as a "leading tech hub" for smart grid 

businesses.28 

Given the clear public interest, the only concern the Commission should have is 

whether it has the authority to engage in the rulemaking that NCSEA is advocating be 

initiated in a separate docket. The Commission unquestionably does have the authority. 

N.C. Gen. Stat. § 62-31 authorizes the Commission "to make and enforce reasonable and 

necessary rules and regulations" in connection with the administration of Chapter 62 of 

the North Carolina General Statutes. Commission rulemaking is exempt from the 

provisions of Chapter 150B of the North Carolina General Statutes. N.C. Gen. Stat. § 

150B-1 (c)(3). Thus, the Commission is empowered to issue new rules and amend 

2 8 "Market research firm SBI Energy estimates that the global market value of smart grid-
related products grew to $69 billion in 2009, from $26 billion in 2005, and will reach 
$186 billion by 2015. This appeals to a number of companies, including ABB, GE, and 
Siemens, as well as AT&T, Cisco, Honeywell International, Johnson Controls, Red Hat, 
and Verizon, which all have operations in the research triangle area, according to Duke 
University's Center on Globalization, Governance & Competitiveness^]" Business 
Week, Raleigh's Smart Grid Bid, 13 October 2011 (accessed at 
http://www.businessweek.com/technologv/raleighs-smart-grid-bid-10132011 .html on 9 
January 2013). 
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existing rules, including Commission Rule R8-51. The Commission also has the 

authority to amend and/or modify DEC's, PEC's and DNCP's Codes of Conduct. See, 

e.g., Commission Docket No. E-2, Sub 844 (initiated by a Progress petition to revise its 

Code of Conduct); Commission Docket No. E-22, Sub 424 (initiated by a DNCP petition 

seeking a waiver of its Code of Conduct). 

CONCLUSION 

NCSEA recognizes the utilities' admirable overall projections in their 2012 IRPs 

- projections that generally reflect the increasingly apparent fact that £;[r]enewable energy 

and energy efficiency must, and will, play a larger role." Nevertheless, the utilities 

should be encouraged to continue to reach for ever greater achievement. Making 

customer information more accessible is one area where greater achievement is 

immediately possible. 

This Commission should take the first step toward making customers' ability to 

access their information easier. It should commit in this proceeding to open a separate 

rulemaking docket focused on creating and/or modernizing rules for accessing customer 

information. Specifically, the Commission should (1) examine the current regulatory 

infrastructure that deals with access to customer information, (2) conclude the current 

regulatory infrastructure at a very minimum may be antiquated and in need of 

modernization to reflect the digital revolution and its effects on technology and public 

expectations, and (3) commit to opening a docket in which the following aspects of 

regulatory modernization can be commented on and innovatively moved forward as 

appropriate: 
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Making meter-level electricity consumption, load profile, and billing 
history data more accessible to the customer; 
Making meter-level electricity consumption, load profile, and billing 
history data more accessible to third-parties (such as smart grid 
technology companies); and 
Making aggregated/de-identified electricity consumption, load profile, 
and billing history data more accessible to third-parties. 

»Michael D. Youth 
Counsel for NCSEA 
N.C. State Bar No. 2953: 
P.O. Box 6465 
Raleigh, NC 27628 
(919) 832-7601 Ext. 118 
michael(g).ener gvnc.org 

CERTIFICATE OF SERVICE 

I hereby certify that all persons on the docket service list have been served true 
and accurate copies of the foregoing Comments by hand delivery, first class mail 
deposited in the U.S. mail, postage pre-paid, or by email transmission with the party's 
consent. 

5* This the 2 1 day of February, 2013. 

Michael D. Youth 
Counsel for NCSEA 
N.C. State Bar No. 29533 
P.O. Box 6465 
Raleigh, NC 27628 
(919) 832-7601 Ext. 118 
michael@energync.org 

30 



EXHIBIT 1 

31 



Resolution on Customer Data Collected by Utilities 

WHEREAS, Electric and gas utilities collect and store information about their customers; and 

WHEREAS, Customers should know what data is being collected about their account by their 
utilities; and 

WHEREAS, Customers can benefit from having access to their data; and 

WHEREAS, When customers have access to their data they can use the data in a variety of tools 
and applications that can help them make decisions about their energy use; and 

WHEREAS, It is often difficult for customers to know what data is available to them; and 

WHEREAS, The U.S. Department of Energy and the National Renewable Energy Laboratory 
have created a Website, www.OpenEI.org, to give customers a simple way to find out what data 
is available to them; and 

WHEREAS, The NARUC Board of Directors, on July 20, 2011, passed the "Resolution on 
Access to Whole-Building Energy Data and Automated Benchmarking" that encourages State 
public utility commissions to take all reasonable measures to facilitate convenient, electronic 
access to utility energy usage data for building owners, now, therefore be it 

RESOLVED, That the Board of Directors of the National Association of Regulatory Utility 
Commissioners, convened at its 2012 Summer Committee Meetings in Portland, Oregon, 
acknowledges the need for utilities to disclose the information being collected and available to its 
customers in clear and understandable language; and be it further 

RESOLVED, That NARUC encourages State public utility commissions to request that its 
utilities make energy usage data information available to utility customers, and to disclose such 
information to a central location, such as the "Utility Data Access Map" located on OpenEI.org.1 

Sponsored by the Committees on Energy & the Environment and on Consumer Affairs 
Adopted by the NARUC Board of Directors July 25, 2012 

1 http://en.openei.ore/wiki/OpenEI:Utilitv data access map 



Resolution on Access to Whole-Building Energy Data and Automated Benchmarking 

WHEREAS, Commercial and industrial building owners spend $200 billion each year on 
facility energy consumption;1 and 

WHEREAS, Whole-building energy benchmarking is an important tool that enables commercial 
building owners and managers to identify energy performance issues in buildings, undertake 
energy management actions and cost-effective improvements in buildings, track energy 
performance over time, and set energy performance goals; and 

WHEREAS, Several utilities are utilizing the U.S. Environmental Protection Agency's 
ENERGY STAR automated benchmarking services, a measure that protects customer data 
privacy and increases benchmarking data accuracy; and 

WHEREAS, Demand reductions motivated by data access and benchmarking allow utility 
programs to drive greater energy efficiency results per program dollar, increasing the cost-
effectiveness of overall portfolios; and 

WHEREAS, Demand reductions motivated by benchmarking can result in direct cost savings to 
customers and peak load reductions that benefit all ratepayers; and 

WHEREAS, More than 80,000 buildings were benchmarked in 2010 using performance 
assessment software from the EPA's ENERGY STAR program, the nation's most widely used 
benchmarking program;3 and 

WHEREAS, The Building Owners and Managers Association (BOMA) International and the 
Real Estate Roundtable. the nation's largest commercial property associations representing more 
than 10 billion square feet of floor space, support voluntary ENERGY STAR whole-building 
benchmarking and measures that promote whole-building benchmarking; and 

WHEREAS, The U.S. Green Building Council's LEED Green Building Rating System, the 
nation's most widely used green building rating system, utilizes ENERGY STAR benchmarking 
to document performance in the Energy and Atmosphere category of LEED for Existing 
Buildings: Operations and Maintenance; and 

WHEREAS, New regulations in local jurisdictions, including the states of California and 
Washington, and the cities of New York, Seattle, Austin, and Washington, DC, require the 
benchmarking of privately owned commercial facilities4; and 

1 National Action Plan for Energy Efficiency (2008). Utility Best Practices Guidance for Providing Business 
Customers with Energy Use and Cost Data. ICE International. Available at 
http://www.epa.gov/cleanener̂ v/documenls/suca/utility_data_guidance.pdf. 
2 Utilities include Commonwealth Edison Co. (ComEd), Pacific Gas and Electric Co. (PG&E), Southern California 
Edison (SCE) and the Sacramento Municipal Utility District (SMUD). 
3 Estimate based on partial-year 2010 data from EPA ENERGY STAR Fall Snapshot (2010). Measuring Progress in 
the Commercial and Industrial Sectors. U.S. EPA ENERGY STAR. Available at 
http://www.ener̂ vstar.gov/ia/business/downloads/Fall_2010_ENERGY_STAR_Snapshot.pdf. 



WHEREAS, The Energy Independence and Security Act of 20075 requires benchmarking as a 
prerequisite for commercial leases signed by the Federal government, which leases more than 
300 million square feet of commercial space nationally; and 

WHEREAS, Access to aggregated building energy usage data by commercial building owners 
may be difficult to obtain and may be a significant barrier to whole building benchmarking 
because the data resides in multiple utility accounts with multiple tenants and may require the 
consent of each tenant customer to release or even aggregate the data; now, therefore be it 

RESOLVED, That the Board of Directors of the National Association of Regulatory Utility 
Commissioners, convened at its 2011 Summer Committee Meetings in Los Angeles, California, 
acknowledges the need for commercial building owners and managers to access whole-building 
energy consumption data to support energy-efficient building operations; and be it further 

RESOLVED, That NARUC encourages State public utility commissions seeking to capture 
cost-effective energy savings from commercial buildings to consider a comprehensive 
benchmarking policy that includes: 

• Use of EPA ENERGY STAR automated benchmarking services and other 
benchmarking services, such as the Commercial Building Consumption Survey; 

• Adopting methodologies to consistently and accurately credit program impact to 
benchmarking-driven energy efficiency programs; and 

• Taking all reasonable measures to facilitate convenient, electronic access to utility 
energy usage data for building owners, including aggregated building data that does 
not reveal customer-specific data to protect individual customer privacy, as well as 
the sharing of customer-specific data to the extent provided for under State law and 
regulations. 

Sponsored by the Committee on Energy Resources and the Environment 
Adopted by the NARUC Board of Directors July 20, 2011 

4 See http://www.imLort̂ rating for information on benchmarking regulations in cities and slates. 
5 U.S. Public Law No. 110-140. 



WHEREAS, The Energy Independence and Security Act of 20075 requires benchmarking as a 
prerequisite for commercial leases signed by the Federal government, which leases more than 
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Sponsored by the Committee on Energy Resources and the Environment 
Adopted by the NARUC Board of Directors July 20, 2011 

4 See http://www.imt.org/rating for information on benchmarking regulations in cities and states. 
5 U.S. Public Law No. 110-140. 



Resolution on Smart Grid Principles 

WHEREAS, NARUC supports the adoption and implementation of smart grid technology 
because smart upgrades to, and modernization of, the transmission and distribution system can 
make the electric grid more efficient and offer benefits to consumers and society, especially 
when combined with advanced metering, efficient pricing, and consumer-focused technologies; 
and 

WHEREAS, Since 2000, NARUC has expressed that support by adopting resolutions 
addressing important issues arising from advanced metering and smart grid deployments, 
including ratemaking, reliability, cyber security, consumer education, consumer protection and 

and privacy; 
WHEREAS, State commissions bear the ultimate responsibility for ensuring that smart grid 
investments funded wholly or in part by ratepayer dollars are just and reasonable and properly 
balance the needs of the consumer, the grid, and the utilities; and 

WHEREAS, State commissions are in the best position to consider unique local situations, 
including market structures, infrastructure needs, consumer concerns, and policy priorities; and 

WHEREAS, In order to advance the development and collective understanding of smart grid 
technologies and policy—and to help State commissions make the best possible decisions— 
NARUC members have participated in valuable dialogues with federal government agencies, 
including the National Science and Technology Council Committee on Technology Smart Grid 
Subcommittee, the Department of Energy, the Federal Energy Regulatory Commission, the 
United States Department of Agriculture's Rural Utilities Service, the National Institute of 
Standards and Technology, and the Federal Communications Commission; and 

WHEREAS, To the same ends, NARUC Commissioners have also participated in a series of 
valuable Critical Consumer Issues Forum (CCIF) meetings with consumer advocates and utility 
representatives. These meetings have been valuable in facilitating communications and a better 
understanding of the interests and concerns of the stakeholders; the CCIF collaboration should 
continue; and 

WHEREAS, The NARUC Smart Grid Working Group was formed to consult with the White 
House during the preparation of its "Policy Framework for the 21SI Century Grid: Enabling Our 
Secure Energy Future," issued on June 13. 201 1; now, therefore be it 

RESOLVED, That the Board of Directors of the National Association of Regulatory Utility 
Commissioners, convened at its 2011 Summer Committee Meetings in Los Angeles, California, 
while recognizing that grid modernization will evolve over time and additional principles may 
emerge, endorses the following foundational principles relating to advanced metering and smart 

See e.g., Resolution on Smart Grid, July 2010; Resolution Regarding Cybersecurity, February 2010; Resolution 
Regarding Smart Grid, July 2009; Resolution Supporting the National Action Plan for Energy Efficiency VISION 
FOR 2025: Developing a Framework for Change, February 2008; Resolution to Remove Regulatory Barriers to the 
Broad Implementation of Advanced Metering Infrastructure, February 2007; Resolution Encouraging State 
commissions to Adopt Full and Open Access Rules for Distributed Generation Technologies and to Remove 
Regulatory Barriers and Promote "Best Practices" That Encourage Economic Deployment of Distributed 
Generation Technologies, (July 2000); Resolution Urging Adoption of Genera! Privacy Principles For State 
Commission Use in Considering Privacy Implications of the Use of Utility Consumer Information, (July 2000). 



grid deployments for the purpose of educating NARUC members and identifying issues of 
concern and interest to State regulators, the federal government and others: 

• Potential of Smart Grid Investments. State commissions should consider the potential for 
smart grid investments to improve reliability, provide for a more resilient power system, 
reduce peak demand, provide consumers with more detailed information regarding their 
energy usage, integrate renewable resources, reduce consumption of electricity, increase 
operational efficiencies to potentially offset or reduce the rate of increasing electricity costs, 
and enable economic growth and innovation. 

Evaluating Smart Grid Investments. When evaluating proposed smart grid investments, State 
commissions should require the quantification of the benefits and costs of proposed project(s) 
to the extent reasonably possible. Any qualitative benefits and costs used in the analysis and 
decision-making should be identified and articulated to the extent reasonably possible. State 
commissions should identify the risks and rewards of smart grid investment projects and 
allocate those risks and rewards appropriately to utility shareholders and consumers. 

Cost recovery. Cost recovery for smart grid investment should be predicated primarily on 
the cost of such investments and any economic, reliability, environmental, or other benefits 
and should consider aligning payments by consumers with benefits to consumers to the 
extent reasonably possible. State commissions should consider, to the extent possible, 
anticipated costs of future investments that would reasonably or necessarily follow from 
proposed investments. 

Dynamic Rates, Usage Data and Controls. State commissions should consider whether to 
encourage or require the use of tools and innovations that can help consumers understand 
their energy usage, empower them to make informed choices, and encourage consumers to 
shift their usage as appropriate. These tools may include dynamic rate structures, energy 
usage information and comparisons, in-home devices and Web-based portals. 

Smart Devices. State commissions should consider whether and how proposed smart grid 
projects will interact with and encourage smart appliances and other devices that can 
optimize electricity usage, implement consumer preferences, and provide opportunities to 
reduce power system costs without requiring significant changes in consumer behavior. 

Consumer Engagement. Consumer education and engagement are essential to a successful 
smart grid deployment. State commissions should require smart grid implementation plans to 
include comprehensive consumer education programs, appropriate funding for consumer 
education in the cost of the program, and involve utilities, consumer advocates, the 
commission, and third parties in the process of designing and implementing consumer 
education. Education proposals should address how the effectiveness of consumer education 
programs will be evaluated. Consumer behavior studies and well-structured experimental 
design may inform consumer education approaches, as may the emerging market demand for 
smart-home applications and services. 

Consumer Protections. When reviewing a smart grid deployment, State commissions should 
consider any potential impacts to vulnerable populations and ensure that sufficient 
protections are in place. 



Data Access. Consumers should have access to their own energy usage data. Such Consumer 
Energy Usage Data (CEUD) should continue to be available to the regulated utilities for the 
purpose of providing essential regulated utility service. Rules that govern data access must 
balance privacy with innovation. When considering rules to govern access to CEUD, State 
commissions should determine: how third party entities will receive authorization to obtain 
CEUD, which entities will be responsible for providing CEUD to authorized entities, in what 
form, and at what cost, i f any; how to ensure that consumers have affordable and timely 
access to their own CEUD; what data should be made available, with consumers' informed 
consent and authorization, in a competitively neutral manner to utility affiliates and third 
parties; and how the data access rules will affect innovation. The NAESB Third Party 
Access to Smart Meter-based Information provides a good reference point when developing 
such rules. 

Privacy Issues. Consumer privacy is essential and should be protected. When considering or 
implementing smart grid investments, State commissions should review existing privacy 
policies, and, if necessary, adopt or update their policies to ensure that they properly address 
the privacy concerns created by smart meter data collection and transmission and track 
national privacy best practices. Commissions should require utilities and any relevant third 
parties to comply with those policies. NARUC is preparing a best practice guide to help State 
commissions craft policies for data access and privacy.2 

Interoperability Standards. When evaluating smart grid investments, State commissions 
should consider how certified smart grid interoperability standards may reduce the cost and 
improve the performance of smart grid projects and encourage participation in the Smart 
Grid Interoperability Panel, a public-private partnership that is coordinating and accelerating 
the development of interoperability standards for the smart grid. 

Network Communications Needs. When evaluating smart grid investments, State 
commissions should examine utility proposals to ensure that the communications networks 
selected for particular business applications are reliable, resilient, flexible, secure, standards-
based, and scalable, have adequate coverage area, and provide continuity during emergency 
and non-emergency periods. Several communications platforms and solutions may be able to 
meet these requirements, including wireless, wireline, commercially available, and 
proprietary networks. Utilities should consider a range of alternatives, including existing 
communications infrastructures, to ensure that the communications infrastructure 
investments represent the best possible solutions. 

Security Issues. As a condition of approving smart grid investments, State commissions 
should hold utilities responsible for ensuring that smart grid technologies are deployed in a 
manner consistent with reasonable and effective cyber and physical security-best practices. 
Smart grid systems should be designed to mitigate risks and enhance the resiliency of the 
power grid and preserve the accuracy, integrity, and privacy of data. State commissions 

There are many resources on privacy policies, that will guide NARUC's efforts, including the NIST 
Guidelines for Smart Grid Cyber Security (NISTIR 7628) Section on Privacy and the Smart Grid; the North 
American Energy Standards Board (NAESB) Recommended Standard for Third Party Access to Smart Meter-based 
Information, which surveyed the landscape of smart grid privacy documents, available here: 
http://www.naesb.orE/data privacv.asp: and the Fair Information Practices Principles, see e.g. 
http://www.ftc.eov/reports/privacy3/fairinfo.shtm. 



should refer to the cyber security standards promulgated by NERC and the NIST cyber 
security guidelines and recognize that cyber security requires coordination, adaptability and 
resiliency that goes beyond standards compliance. State commissions should require utilities 
to employ cost-effective measures to protect the grid's critical systems, while recognizing 
that a determined adversary may be capable of infiltrating non-essential systems. Further, 
State commissions may want to assure that utilities have recovery plans in the event of a 
successful cyber or physical threat. 

Lessons Learned. When considering smart grid investments, commissions may benefit from 
the data, analysis, and lessons learned from early deployments including through information 
provided by our technical assistance partners.3 Utilities are expected to use best efforts to 
continuously monitor the results and data from smart grid deployments and to submit 
proposals that reflect best practices and lessons learned. 

Third Parly Deployments. There may be opportunities for parties other than electric utilities 
to contribute to the development of the smart grid - particularly when third parties increase 
efficiency and enhance consumer opportunity. Third parties may be able to provide 
consumers new information, pricing and service options or to deploy microgrids, distributed 
generation and storage, energy management or other smart grid systems and technologies. 
Commissions should consider whether existing rules and practices impose undue barriers to 
beneficial competition and innovation and how to maintain appropriate regulatory oversight 
and consumer protections. 

Work with Federal Partners. NARUC welcomes and appreciates federal technical assistance 
that member commissions receive from DOE and other federal initiatives, including the 
NSTC Smart Grid Subcommittee, as well as the constructive dialogue of the FERC-NARUC 
Smart Response Collaborative, insofar as these discussions support commissions' sound 
decision-making processes. Federal policies should not interfere with State jurisdiction or 
programs but help ensure that consumers can receive the full benefits of smart grid 
deployments. 

Sponsored by ihe Committees on Consumer Affairs, Critical Infrastructure, Electricity, Energy 
Resources and the Environment, Gas, and Telecommunications 
Adopted by the NARUC Board of Directors July 20, 2011 

Smartgrid.gov is a good clearinghouse of information on ARRA funded smart grid projects. 
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Rule R8-51. PROVISION OF PAST BILLING HISTORY UPON CONSUMER 
REQUEST. 

Each utility, upon the request of one of its consumers, shall provide the past billing 
information of such consumer as provided in this rule. The minimum information which 
shall be provided shall include the following in an easily understood format: the name of 
the rate schedule under which such consumer is served; a clear specification of the 
months and years of data supplied (twelve month minimum); and a clear itemization of 
the demand billing units, basic facilities charge, KWH usage, and dollar amount of bills 
for each bill rendered during the period to which the data relates. The utility may charge 
up to $5.00 for all subsequent requests for a past billing history made by the same 
consumer for the same service location within a twelve (12) month period. 
(NCUC Docket No. E-100, Sub 36, 1/5/81.) 
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CODE OF CONDUCT 
ATTACHMENT A 

DEC/PEC CUSTOMER INFORMATION DISCLOSURE AUTHORIZATION 

For Disclosure to Affiliates: 

DEC's/PEC's Affiliates offer products and services that are separate from the 
regulated services provided by DEC/PEC. These services are not regulated by the 
North Carolina Utilities Commission or the Public Service Commission of South 
Carolina. These products and services may be available from other competitive 
sources. 

The Customer authorizes DEC/PEC to provide any data associated with the 
Customer account(s) residing in any DEC/PEC files, systems or databases [or 
specify specific types of data] to the following Affiliate(s) 

. DEC/PEC will provide this data on a non-discriminatory 
basis to any other person or entity upon the Customer's authorization. 

For Disclosure to Nonpublic Utility Operations: 

DEC/PEC offers optional, market-based products and services that are separate 
from the regulated services provided by DEC/PEC. These services are not regulated 
by the North Carolina Utilities Commission or the Public Service Commission of 
South Carolina. These products and services may be available from other 
competitive sources. 

The Customer authorizes DEC/PEC to use any data associated with the Customer 
account(s) residing in any DEC/PEC files, systems or databases [or specify types 
of data] for the purpose of offering and providing energy-related products or 
services to the Customer. DEC/PEC will provide this data on a non-discriminatory 
basis to any other person or entity upon the Customer's authorization. 
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Duke 
Energy* 

Rev: 09/06/2000 

DUKE ENERGY DATA DISCLOSURE AUTHORIZATION 

The undersigned customer (the "Customer") of Duke Energy hereby requests that Duke Energy 

provide to (legal name of energy-related services 

provider) the confidential data described below, and consents to the disclosure of such data. 

If the data is being furnished to an Affiliate of Duke Energy, the Customer acknowledges that 

Duke Energy has advised it that, so long as the Customer gives permission by signing a Data Disclosure 

Authorization, such data will be furnished on a non-discriminatory basis to any provider of energy-related 

services, whether or not such provider is an Affiliate of Duke Energy, and that Duke Energy has advised it 

that such energy-related services may be available from other non-affiliated suppliers of energy-related 

services, at the Customer's request. The Customer recognizes that Duke Energy may incur certain costs in 

assembling, compiling and/or furnishing the described confidential data and that if so, Duke will bill the 

requesting party to recover any such costs incurred. The Customer also recognizes that Duke Energy is 

under no obligation to release such information lo any requesting party until that person, whether an 

Affiliate or non-affiliate, reimburses Duke for its costs. 

Customer: 

(Legal Company Name of Customer) 

By: ; 
(Authorized Customer Signature) 
(Typed:) 
Title: 
Date: 
Duke Account Manager: 
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^kDuke 
Energy* 

Rev: 8/11/11 

City of Durham -Energy Retrofits 

DUKE ENERGY DATA DISCLOSURE AUTHORIZATION 

The undersigned customer (the "Customer") of Duke Energy hereby requests that Duke Energy provide to 

the City of Durham the confidential data described below, and consents to the disclosure of such data. 

If the data is being furnished to an Affiliate of Duke Energy, the Customer acknowledges that Duke Energy 

has advised it that, so long as the Customer gives permission by signing a Data Disclosure Authorization, such data 

will be furnished on a non-discriminatory basis to any provider of energy-related services, whether or not such 

provider is an Affiliate of Duke Energy, and that Duke Energy has advised it that such energy-related services may 

be available from other non-affiliated suppliers of energy-related services, at the Customer's request. 

Data Description - monthly energy consumption and cost data not to extend beyond June 1, 2014. 

Customer: 

(Legal Name of Customer) 

Address: 

By: 
(Authorized Customer Signature) 
(Printed:) 
Date: 
Duke Account Number: 
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COLORADO DEPARTMENT OF REGULATORY AGENCIES 

Public Utilities Commission 

4 CODE OF COLORADO REGULATIONS (CCR) 723-3 

PART 3 
RULES REGULATING ELECTRIC UTILITIES 

[indicates omission of unaffected rules] 

3001. Definitions. 

= The following definitions apply throughout this Part 3, except where a specific rule or statute provides 
B otherwise. In addition to the definitions stated here, the definitions found in the Public Utilities Law apply 
5 3 to these rules. In the event of a conflict between these definitions and a statutory definition, the statutory 
CA definition shall apply. 

CO 
^ (a) "Affiliate" of a public utility means a subsidiary of a public utility, a parent corporation of a public 
B ) utility, a joint venture organized as a separate corporation or partnership to the extent of the 
B individual public utility's involvement with the joint venture, a subsidiary of a parent corporation of 
j B a public utility or where the public utility or the parent corporation has a controlling interest over 
Um an entity. 

(b) "AQoreaated data" means reports aggregating customer data, alone or in combination with other 
data. 

(bg) "Applicant for service" means a person who applies for utility service and who either has taken no 
previous utility service from that utility or has not taken utility service from that utility within the 
most recent 30 days. 

(6£i) "Average error" means the arithmetic average of the percent registration at light load and at 
heavy load, giving the heavy load registration a weight of four and the light load registration a 
weight of one. 

(4g) "Basis point" means one-hundredth of a percentage point (100 basis points = 1 percent). 

(fe) "Benefit of service" means the use of utility service by each person of legal age who resides at a 
premises to which service is delivered and who is not registered with the utility as the customer of 
record. 

(f<l) "Commission" means the Colorado Public Utilities Commission. 
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"Contracted aaenf means anv third-nartv entity that has contracted with a utility in compliance 
with rule 3029 to assist in the provision of reaulated utility services (e o.. an affiliate or vendor^ 

"Customer" means any person who is currently receiving utility service. Any person who moves 
within a utility's service territory and obtains utility service at a new location within 30 days shall 
be considered a "customer." Unless stated in a particular rule, "customer" applies to any class of 
customer as defined by the Commission or by utility tariff. 

(\) "Customer data" means customer-specific data or information that: (1) is collected from the 
electric meter bv the utility and stored in its systems (e.g.. kWh. kW. voltaoe. VARs and power 
factory (2\ is received bv the utility from the customer iderjtifYjpa whether thev participate in 
reaulated utility programs, such as renewable enerov. demand-side management, load 
management, and enerav efficiency; and ^ information other than personal information that is 
shown on bills issued to customers for metered service furnished. 

(fc^) "Creep" means that, with all load wires disconnected, a meter's moving element makes one 
complete revolution in ten minutes or less. 

(+1) "Distribution extension" is any construction of distribution facilities, including primary and 
secondary distribution lines, transformers, service laterals, and appurtenant facilities (except 
meters and meter installation facilities), necessary to supply service to one or more additional 
customers. 

(ja) "Distribution facilities" are those lines designed to operate at the utility's distribution voltages in 
the area as defined in the utility's tariffs including substation transformers that transform electricity 
to a distribution voltage and also includes other equipment within a transforming substation which 
is not integral to the circuitry of the utility's transmission system. 

(kg) "Energy assistance organization" means the nonprofit corporation established for low-income 
energy assistance pursuant to § 40-8.5-104, C.R.S. 

02) "Heavy load" means not less than 60 percent, but not more than 100 percent, of the nameplate-
rated capacity of a meter. 

(mg) "Informal complaint" means an informal complaint as defined and discussed in the Commission's 
Rules Regulating Practice and Procedure. 

(nfl) "Light load" means approximately five to ten percent of the nameplate-rated capacity of a meter. 

(©£) "Load" means the power consumed by an electric utility customer over time (measured in terms 
of either demand or energy or both). 

(pg) "Local office" means any Colorado office operated by a utility at which persons may make 
requests to establish or to discontinue utility service. If the utility does not operate an office in 
Colorado, "local office" means any office operated by a utility at which persons may make 
requests to establish or to discontinue utility service in Colorado. 

(qj) "Main service terminal" means the point at which the utility's metering connections terminate. 
Main service terminals are accessed by removing the meter dial face from the meter housing. 
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(FU) "MVA" means mega-volt amperes and is the vector sum of the real power and the reactive power. 

(ey) "Output" means the energy and power produced by a generation system. 

"Past due" means the point at which a utility can affect a customer's account for regulated service 
due to non-payment of charges for regulated service. 

(ug) "Principal place of business" means the place, in or out of the State of Colorado, where the 
executive or managing principals who directly oversee the utility's operations in Colorado are 
located. 

(v^) "Reference standard" means suitable indicating electrical equipment permanently mounted in a 
utility's laboratory and used for no purpose other than testing rotating standards. 

(wg) "Regulated charges" means charges billed by a utility to a customer if such charges are approved 
by the Commission or contained in a tariff of the utility. 

(*ia) "Rotating standard" means a portable meter used for testing service meters. 

(vbb) "RUS" means the Rural Utilities Service of the United States Department of Agriculture, or its 
successor agencies. 

(^f i) "Security" includes any stock, bond, note, or other evidence of indebtedness. 

(aadd) "Service connection" is the location on the customer's premises/facilities at which a point of 
delivery of power between the utility and the customer is established. For example, in the case of 
a typical residential customer served from overhead secondary supply, this is the location at 
which the utility's electric service drop conductors are physically connected to the customer's 
electric service entrance conductors. 

(bfegfi) "Staff' means Staff of the Public Utilities Commission. 

(ff) "Standard customer data" means customer data actively maintained in its systems bv a utility in 
its ordinary course of business. If actively maintained in its systems in the ordinary course of 
business, such data shall be sufficient to allow customers to understand their usage at level of 
detail commensurate with the meter or network technology deployed bv the utility to serve the 
customer's premise. 

(acri -Third-partv" means anv entity other than the customer of record, the utility serving such 
customer, or a contracted agent that requests authorization from the customer for access to 
ptistomer data from the utility. 

(Gefctj) "Transmission extension" is any construction of transmission facilities and appurtenant facilities, 
including meter installation facilities (except meters), which is connected to and enlarges the 
utility's transmission system and which is necessary to supply transmission service to one or 
more additional customers. 
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(3dii) "Transmission facilities" are those lines and related substations designed and operating at 
voltage levels above the utility's voltages for distribution facilities , including but not limited to 
related substation facilities such as transformers, capacitor banks, or breakers that are integral to 
the circuitry of the utility's transmission system. 

(eeii) "Unregulated charges" means charges that are billed by a utility to a customer and that are not 
regulated or approved by the Commission, are not contained in a tariff filed with the Commission, 
and are for service or merchandise not required as a condition of receiving regulated utility 
service. 

"Utility" means any public utility as defined in § 40-1-103, C.R.S., providing electric, steam, or 
associated services in the state of Colorado. 

(§§iD "Utility service" or "service" means a service offering of a public utility, which service offering is 
regulated by the Commission. 

[indicates omission of unaffected rules] 

3011. - 30W25. [Reserved]. 

DATA PRIVACY 

pQ26. Disclosure Qf Customer Data bv a Utility^ 

fa^ A utility is onlv authorized to use customer data to provide regulated utility service in the ordinary 
course of business. 

(b\ A utility shall not disclose customer data unless such disclosure conforms to these rules, except 
as reguired bv law or to comply with Commission rule. Illustratively, this includes responses to 
reouests of the Commission, warrants, subpoenas, court ordef?, or as authorized bv S 16-15.5-
102. C.R.S. 

fc^ A utility shall include in its tariffs a description of standard and non-standard customer data that 
the utility is able to provide to the customer or to anv third-partv recipient to whom the customer 
has authorized disclosure of the customer's data within the utility's technological and data 
capabilities. At a minimum, the utility's tariff will provide the following: 

m A description of standard customer data and non-standard customer data fbillino 
fteterminants or other collected data^ and the freouency of customer data updates that 
yvill be available (annual monthly, daily, etc.l: 

flh The method and frequency of customer data transmittal and access available (electronic. 
paper, etc.) as well as the security protections or requirements for such transmittal: 

(Ilh A timeframe for processino the reouest: 

(IV) Anv rate associated with processing a reguest for non-standard customer data: and 
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rV) Anv charges associated with obtaining non-standard customer data. 

fd^ As oart of basic utility service, a utility shall provide to a customer the customer's standard 
customer data, access to the customer's standard customer data in electronic machine-readable 

- form, in conformity with nationally recognized open standards and best practices in a manner 
that ensures adeouate protections for the utility's system security and the continued privacy of the 
customer data during transmission. Such access shall be provided without additional charge. 

(e} A utility shall provide to anv third-oartv recipient to whom the customer has authorized disclosure 
of the customer's customer data, access to the customer's standard customer data in electronic 
machine-readable form, in conformity with nationally recognized open standards and best 
practices, in a manner that ensures adequate protections for the utility's svstem security and the 
continued privacy of the customer during transmission. Such access shall be provided without 
additional charge to the customer or the third-partv recipient 

ffl Nothing in these rules shall limit a customer's right to provide his or her customer data to anyone. 

(a) A utility and each of its directors, officers and employees that discloses customer data pursuant to 
a customer's authorization in accordance with these data privacy rules shall not be liable or 
responsible for anv claims for loss or damages resulting from the utility's disclosure of customer 
data. 

3027. Cus tomer Not ice-

fa) A utility shall annually provide written notice to its customers complying with this rule and 

conspicuously post on its website notice of its privacy and security policies governing access to 
pnd disclosure o f customer data and aaareoated data to third-parties. This notice shall clearly 
advise customers that their customer data will not be disclosed to third-parties, except: m as 
pecessary to provide reaulated utility services to the customers. (2) as provided in paragraph 
3026(b). or (3) pursuant to the authorization given bv the customer in accordance with these 
rules. 

(b) The notice shall advise customers that their customer data can be used to obtain insight into their 
activities within the premises receiving service. The notice shall also explain how the customer 
data collected mav reveal information about the wav customers use energy at their premises. 
The notice shall advise the customers to consider the proppsed scope, purpose, and use of 
customer data prior to authorizing the disclosure of customer data to third-parties. 

(c) The contents of the notice required bv this rule shall: 

m Include a description of customer data: 

(II) Explain the freouencv with which the utility collects and stores customer data and the 
frequency that the customer can obtain customer data: 

(III) Inform customers that the privacy and security of their customer data will be protected bv 
the utility while in its possession: 
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fIV) Explain that customers can access their standard customer data, as identified bv the 
utility's tariff, without additional charge: 

<V) Explain that, with the exception pf the data disclcsures prpYirfgd in mle 3026(bV 
customers have an expectation of privacy fcr their customer data 1 

A/h Describe the utility's policies regarding how customers can authorize access and 
disclosure of their customer data to third-parties not falling within the exceptions outlined 
in paragraph 3 0 2 6 f b l With regard to such third party data disclosure, the notice shall: 

(A) Inform customers that declining a reouest for disclosure of customer data to a 
third-oartv will not affect the provision of utility service that the customer receives 
from the utility: and 

(B) Explain that anv customer consent for access to. disclosure of or use of a 
customer's customer data by a third-partv mav be terminated or limited bv the 
qustomer of record at anv t ime and inform the customers of the process for doing 

M H Inform customers that pq^tomer data mav be used to create aggregated data, and that 
the utility mav provide aggregated data to third-parties, subject to its obligation under 
paragraph 3031 (b): 

M I H Be viewable on-line and printed in 12 point or larger font: 

(\X) Be sent either separately or included as an insert in a regular monthly bill conspicuously 
marked and stating clearly that important information on the utility's privacy practices is 
contained therein: 

(X) Be printed in English and anv specific language or languages other than English where 
the utility's service territory contains a population of at least 30 percent vy^o soeak a 
specific language other than English as their primary language as determined bv the 
Commission using the latest U.S. Census information: and 1 

(Xh Provide a customer service phone number and web address where customers can direct 
additional Questions or obtain additional information regarding their customer data, the 
disclosure of customer data or aaareaated data, or the utility's privacy policies and 
procedures with respect to customer data or aooreaated data. 

1 Errata C11-1335-E corrected rule 3027, by removing rule 3027(c)(Xl) and 
renumbering rule 3027(c)(Xll) as rule (XI), and connecting rules (X) and new rule (XI) with "and". 
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3028. Cus tomer Consen t Fo rm fo r the D isc losure o f the i r Cus tnmer Data to Th i rd-Par tv 
pen ip ien ts bv a Ut i l i ty . 

(a) A utility shall make available a consent to disclose customer data form, prescribed and supplied 
bv the Commission to anv customer or third-oartv upon reouest. The form shall be provided and 
made available in paper and electronic form for use in obtaining customer consent to disclose 
customer data. The contents of the consent to disclose customer data form must: 

fl) Describe the customer's rights under subparagraph 3Q27(cWV and 

nn Provide spaces for the following information regarding the third-oartv recipient to be 
populated bv that third-partv recipient on the consent to disclose customer data form: 

(A) The name, including trade name if applicable, physical address, mailing address. 
e-mail address, and telephone n u m ^ r i 

(B) The name, mailing address, e-mail address and telephone number of the third-
party recipient's data custodian: 

(C) The name mailing address, e-mail address, and teleohpne number of the third-
oartv recipient's Colorado agent for service of process; anfl 

(D) A statement describing the third-partv recipient's business structure ^corporation, 
limited liability company, partnership, sole proprietorship, etc). 

fi) If the third-partv recipient is a corporation: the name of the state in which 
it is incorporated: the location of its principal office if anv. in Colorado: 
fhe names of its directors and officers: and a certificate of good standing 
jssued bv the Secretary of State authorizing it to do business in 
Colorado, certified within six months prior to the submission of the 
ponsent to disclose customer data form. 

(\\) If the third-partv recipient is a limited liability company: the name of the 
state in which it is organized: the complete mailing address and physical 
pddress of its principal office: the name of its managers- and a certificate 
of good standing issued bv the Secretary of State authorizing it to do 
business in Colorado, certified within six months prior to the submission 
of the consent to disclose customer data form. 

fiift If the third-party recipient is a partnership: the names, titles, and 
addresses of q|| q p n e r a l a n d l i m ' t e d partners and a copy of the 
partnership agreement establishing the partnership and all subseouent 
amendments. 

f i l l) State the uses of the data for which the customer is allowing disclosure: 

MV) State the purposes of the data collection: 

rV) State the datefs^ of disclosure: 
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iVh State the description of the data disclosed: 

rVlh State that the consent is valid until terminated: 

M i h State that the customer must notify the utility service provider in writing felet 
nonelectronicaliv) to terminate the consent including appropriate utility contact 
information: 

MX) State anv additional terms except an inducement for the customer's disclosure: 

(X) Provide notice to the customer that the utility shall not be responsible for monitoring or 
taking anv steps to ensure that the third-oartv to whom the data is disclosed is 
maintaining the confidentiality of the data or using the data as intended bv the customer: 

and 

(b\ A utility mav make available an electronic customer consent process for disclosure of customer 
flata to a third-oartv (e.g. a utility controlled web oortan that authenticates the customer identity. 
The contents of the electronic consent process must generally follow the format of the model 
consent to disclose customer data form, be clear, and include the elements to be provided 
pursuant to paragraph (a) of this rule. Such process may not include an inducement for 
disclosure bv the customer. 

(c) A utility mav make available an in-oerson consent process for disclosure of customer data to a 
third oartv that authenticates the customer identity. A customer of a utility shall complete a 
Customer Consent Form at an office of the utility and the customer shall provide adeouate 
Identification including but not limited to. a valid picture identification and customer account 
information. 

(d) The consent to disclose customer data form mav be submitted to the utility throuoh paper or 

electronic methods. 

3029. Cont rac ted Aaen t Access tn Cus tomer Data f r o m a Ut i l i ty . 

fa) A utility mav disclose customer data to a contracted aaent provided that the contract meets the 
following minimum requirements: 

f l ) Implement and maintain reasonable data security procedures and practices appropriate 
fo the private nature of the information to protect the customer data from unauthorized 
access, destruction, use, modification, or disclosure. These data security procedures 
and practices shall be equal to or greater than the data privacy and security policies and 
prnpedures used bv the utility internally to protect customer data: 

2 Errata C11-1335-E corrected the second sentence of rule 3028(c), making mandatory the 
completion of a Customer Consent Form, along with provision of customer identification and account 
information, but without reference to requirement of a notarized signature. 
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nn Use customer data solely for the purpo^q pf the contract, and prohibit the use of 
customer data for a secondary commercial purpose not related to the purpose o f t h g 
pontract without first obtainino the customer's consent as provided for in these rules: 

n m Destroy anv customer data that is no longer necessary for the ouroose for which it was 
transferred: and 

(IV) Execute a non-disclosure agreement with the utility. 

(b) The utility shall maintain records of the disclosure of customer data to contracted aoents for a 
minimum of three vears. Such records shall include all contracts with the contracted agent and 
pxecuted non-disclosure agreements. 

3030. Th i rd-Par tv Access to C u s t o m e r Data f r o m a Ut i l i ty . 

(a) Except as outlined in oaraoranhs 3026(b) and 3029(a) a utility shall not disclose customer data 
\o anv third-oartv unless the customer or a third-partv acting on behalf of a customer submits a 
paper or electronic signed consent to disclose quptomer data form that has been executed bv the 
customer of record. 3 ' 

(b) Incomplete or non-compliant consent to disclose customer data forms are not valid and shall be 
rejected bv the utility. 

(c) The utility shall maintain records of all of the disclosures of customer data to third-oartv 
requestors. S^jch records shall include a copy of the custonipr'B signed consent to disclose 
pustomer data form, all identifvino documentation produced bv the third-party requestor, the 
customer's agreed upon terms of use, the date(s) and freouencv of disclosure, and a description 
of the customer data disclosed. 

fd) The utility shall maintain records of customer data disclosures for a minimum of three vears and 
•shall make the records of the disclosure of a customer's customer data available for review bv the 
customer within five business davs of receipt a paper or electronic request from the customer, or 
pt such greater t ime as is mutually agreed between the utility and the customer. 

3031 . Requests f o r Aggrega ted Data Repor ts f r o m a Ut i l i ty 

(a) A utility shall not disclose aggregated data unless such disclosure conforms to these rules. 

(b) In aggregating customer data to create an aogrggatgd data report, a utility must take steps to 
pnsure the report is sufficiently anonymous in its aggregated form so that any individual customer 
fata or reasonable approximation thereof cannot be determined from the aggregated amount. 
At a minimum, a particular aggregation must contain: (1) at least fifteen customers or premises. 
pnd (2) within anv customer class, no sinole customer's customer data or premise associated 
yvith a single customer's customer data mav comprise 15 percent or more of the total customer 

?ated per customer class to generate the aggregated data report (the "15/15 Rule"). 

3 Errata C11-1335-E corrected rule 3030(a), by removing the text: "and any data f[r]eeze for the 

service address has been released". 
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Notwithstanding, the 15/15 Rule, the utility shall not be required to disclose aaoreaated data if 
such disclosure would compromise the individual customer's privacy or the security of the utility's 
svstem. 

If a single customer's customer data or premise associated with a single customer's customer 
data is 15 percent or more of the total aggregated customer data per customer class used to 
generate the aQoreaated data report reouested. the utility will notify the requestor that the 
aggregated data as requested, cannot be disclosed and identify the reasonfs) the reouest was 
denied. The requestor shall bg fljyen an opportunity to revise its aggregated data reguest in 
order to address the identified concerns. An aggregated data request mav be revised bv 
expanding the number of customers or premise accounts in the request expanding the 
geographic arqa inc|uded in the request, corpbinino different customer classes or rate categories. 
or other applicable means of aggregating. 

A utility shall include in its tariffs a description of standard and non-standard aggregated data 
reports available from the utility to anv requestor. At a minimum the utility's tariff shall provide 
the following: 

(h A description of standard and non-standard aggregated data reports available from the 
utility includinp all available selection parameters (customer data or other data): 

m The freouencv of data collection (annual, monthly, daily, etc.): 

(III) The method of transmittal available (electronic, oaoer. etc.) and the security protections 
pr requirements for such transmittal: 

(IV) The charge for providing a standard aggregated data report or the tjourlv charoe for 
pompi|ing a non-standard aggregated data report: 

(V) The t imeframe fpr processing the reguest: and 

(VI) A reguest form for submitting a data reouest for aggregated data reports to the utility 
identifying anv information necessary from the reouestor in order for the utility to process 
the reouest 

If a utility is unable to fulfill an aggregated data report request because it does not have and/or 
does not elect to or cannot obtain all of the data the reouestor wishes to include in the aaareQated 
data report, then the utility mav contract with a contracted aoent to include the additional data. 
along with the customer data in the utility's possession, to generate an aggregated data report. 

(fl A utility and each of its directors, officers and employees that discloses aogreqated data as 
provided in these data privacy rules shall not be liable or responsible for any olaims fqr |QSS Qf 
damages resulting from the utility's disclosurt 

304432. - 3099. [Reserved] . 

[indicates omission of unaffected rules] 
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3976. Regulated Electric Utility Rule Violations, Civil Enforcement, and Civil Penalties. 

An admission to or Commission adjudication for liability for an intentional violation of the following may 
result in the assessment of a civil penalty of up to $2,000.00 per offense. Fines shall accumulate up to, 
but shall not exceed, the applicable statutory limits set in § 40-7-113.5, C.R.S. 

Citation Description Maximum Penalty 
Per Violation 

Articles 1-7 of Title 40, C.R.S. $2000 

Commission Order $2000 

Rule 3005(a)-(c);(f) Records and Record Retention $2000 

Rule 3026(3) Collection anri I Jse of Customer Data £1000 

Rule 3026(b):fe) Disclosure of Customer Data 

Rule 3026(c) Tariff £1000 

Rule 3n?6(d) Disclosure nf Customer Data £1000 

Rule 3027(a) Customer Notice i i m 

Rule 3n2fifa):(b) Consent Form 

Rule 3029(a) Disclosure nf Customer Data S2m 

Rule 3029(b) Records £1000 

Rule 3030fa) Disclosure of Customer Data £2000 

Rule 3029(b)-(d1 Consent and Records S1QQQ 

Rule 3031 fa) Disclosure of Aaareoated Data $2000. 

Rule 3031 fc) Tariff £1000 

4 

4 Errata Cl 1-1335-E corrected the first table of Rule 3976, by removing the $1000 penalty for 
(repealed) Rule 3032 Data Freeze. 
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Rule 3100(a) Obtaining a Certificate of Public Convenience and 
Necessity for a Franchise 

$2000 

Rule 3101(a) Obtaining a Certificate of Public Convenience and 
Necessity or Letter of Registration to Operate in a 
Service Territory 

$2000 

Rule 3102(a) Obtaining a Certificate of Public Convenience and 
Necessity for Facilities 

$2000 

Rule 3103(a),(c),(d) Amending a Certificate of Public Necessity for 
Changes in Service Territory or Facilities 

$2000 

Rule 3108(a),(c) Keeping a Current Tariff on File with the 
Commission 

$2000 

Rule 3109 Filing a New or Changed Tariff with the 
Commission 

$2000 

Rule 3110(b),(c) Filing an Advice Letter to Implement a Tariff 
Change 

$2000 

Rule 3200(a),(b) Construction, Installation, Maintenance and 
Operation of Facilities in Compliance with 
Accepted Engineering and Industry Standards 

$2000 

Rule 3204 Reporting Incidents Resulting in Death, Serious 
Injury, or Significant Property Damage 

$2000 

Rule 3210 Line Extensions $2000 

Rule 3251 Reporting Major Events $2000 

Rule 3252 Filing a Report on a Major Event with the 
Commission 

$2000 

Rule 3303(a)-(i) Meter Testing $2000 

Rule 3306 Record Retention of Tests and Meters $2000 

Rule 3309 Provision of Written Documentation of Readings 
and Identification of When Meters Will be Read 

$2000 

Rule 3401 Billing Information, Procedures, and Requirements $2000 

Rule 3603 Resource Plan Filing Requirements $2000 



Attachment A - redlined version 
Decision No. C11-1335 

DOCKET NO. 10R-799E 
Page 13 of 14 

Rule 3654(a),(d) Renewable Energy Standards $2000 

Rule 3657(a) QRU Compliance Plans $2000 

Rule 3662 Annual Compliance Reports $2000 

Rule 3803(c) Master Meter Exemption Requirements $2000 

Citation Description Maximum Penalty 
Per Violation 

Rule 3004(b)-(f) Disputes and Informal Complaints $1000 

Rule 3202(a),(b),(f),(g) Maintaining a Standard Voltage and Frequency $1000 

Rule 3203(a),(b) Trouble Report Response, Interruptions and 
Curtailments of Service 

$1000 

Rule 3405 Provision of Service, Rate, and Usage Information 
to Customers 

$1000 

Rule 3406 Provision of Source Information to Customers $1000 

Rule 3253 Filing a Supplemental Report on a Major Event 
with the Commission 

$1000 

Citation Description Maximum Penalty 
Per Violation 

Rule 3208(a)-(c) Poles $500 

Rule 3403(a)-(q);(s) Applications for Service, Customer Deposits, and 
Third Party Guarantees 

$500 

Rule 3658 Standard Rebate Offer $500 
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Citation Description , Maximum Penalty 
Per Violation 

Rule 3006(a),(b),(e)-(m) Annual Reporting Requirements $100 

Rule 3304 Scheduled Meter Testing $100 

Rule 3305 Meter Testing Upon Request $100 

Rule 3402(a),(c),(d) Meter and Billing Error Adjustments $100 

Rule 3404(a)-(f) Availability of Installation Payments to Customers $100 

Rule 3407 Discontinuance of Service $100 

Rule 3408(a)-(g);(i) Notice of Discontinuation of Service $100 

Rule 3409 Restoration of Service $100 

Rule 
3411(c)(IV),(d)(l),(d)(ll),(e) 

Low-Income Energy Assistance Act $100 

Rule 3614 Filing of Annual Reports $100 

3977. - 3999. [Reserved]. 

[indicates omission of unaffected rules] 


